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LOCK STATE SYNCHRONIZATION FOR
NON-DISRUPTIVE PERSISTENT
OPERATION

FIELD OF THE INVENTION

[0001] At least one embodiment of the present invention
pertains to network storage systems, and more particularly, to
a network storage system providing a data container locking
mechanism.

BACKGROUND

[0002] A storage system typically comprises one or more
storage devices where information can be stored and from
where information can be retrieved. A network storage sys-
tem can be implemented in accordance with any of a variety
of storage architectures and techniques including, but not
limited to, a network-attached storage (NAS) environment or
a storage area network (SAN).

[0003] A storage system typically includes a storage oper-
ating system that implements a high-level data organization
module, such as a file system, to logically organize stored data
in hierarchical structures of logical containers. The logical
containers can be or include, for example, volumes, files
and/or logical units. A volume is a logical data set which is an
abstraction of physical storage, combining one or more physi-
cal mass storage devices (e.g., disks) or parts thereof into a
single logical storage object. Volumes can be further orga-
nized into aggregates. An aggregate is a logical container for
a pool of storage, combining one or more physical mass
storage devices (e.g., disks) or parts thereof into a single
logical storage object, which contains or provides storage for
one or more other logical data sets at a higher level of abstrac-
tion (e.g., volumes). Each logical container can be configured
to store data in smaller units, often called blocks. Each block
contains information, which may include the actual data of
the file and/or metadata. The blocks of one or more files can
be organized within one or more volumes that are maintained
by the file system.

[0004] A network storage system can be configured to oper-
ate according to a client-server model of information delivery,
to allow clients to store and access data in the system via a
network. In this model, the client can have an application,
such as a database application, executing in a computer that
communicates with the storage system. Each client may send
input/output (I/O) requests to read and write the data contain-
ers.

[0005] Two or more storage systems may be interconnected
as a storage cluster to service client requests. The clustered
storage systems can provide redundancy for the data stored in
the systems, so that if one storage system becomes unavail-
able, then another storage system in the cluster takes over the
storage space managed by the unavailable system to provide
uninterrupted data service to the client. For example, a high-
availability (HA) cluster can harness storage servers (also
referred to as nodes) in pairs, groups or clusters to provide
continued service when one or more of the system compo-
nents fail. An HA cluster can detect hardware or software
faults in one of its nodes and immediately cause another node
to take over the service from the at-fault node without requir-
ing administrative intervention; this is a process known as
failover.

[0006] In such an environment, managing access rights
associated with I/O operations is a challenge. Access rights
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may be managed by issuing locks to one or more client
applications (which can be referred to individually as “a
client”), on a data container or a set of data residing at a
storage volume. A lock provides certain rights to the entity
(e.g. a client) which owns the lock, to perform read and write
operations with respect to the data or the data container. The
lock prevents the interceding update scenario in which more
than one entity attempts to access the same data simulta-
neously. Continuous efforts are being made to better manage
locks in networked storage systems without interrupting cli-
ents’ data requests.

[0007] For example, computer nodes within a networked
storage cluster can store information of the locks in a shared
memory that multiple computer nodes can access. When a
first node fails, a second node can take over storage of the first
node and retrieve information of the locks for the storage
from the shared memory. Thus the second node can continue
to service data requests for the taken-over storage and main-
tain access rights of the taken-over storage controlled by the
locks. However, shared memory architectures are costly and
require special hardware to implement.

SUMMARY

[0008] Techniques introduced here provide synchroniza-
tion mechanisms between original lock data structures and
provide mirrored lock data structures maintained in separate
cluster nodes. The mirrored lock data structures are main-
tained and synchronized with the original lock data structures
in various scenarios including volume move and aggregate
relocation operations, to preserve the non-disruptive persis-
tent storage access operations initiated by clients. The mir-
rored lock data structures enable a cluster node to take over
data storage from another (failing) node and maintain the
locks for the data storage without data service disruption to
the client.

[0009] In accordance with the techniques introduced here,
therefore, a method for synchronizing lock data structures is
provided. The method comprises: determining, at a storage
node, a plurality of data container locks to be synchronized to
apartner node of the storage node; and transferring metadata
that indicates states of variables that represent the plurality of
data container locks to the partner node in a batch. When a
client initiates a data access operation that causes an attempt
to modity a data container lock of the plurality of data con-
tainer locks, the storage node sends a retry code to a client that
prompts the client to retry the data access operation after a
predetermined time period. Also disclosed are an apparatus
and system for performing such a method.

[0010] When anode becomes unavailable and another part-
ner node takes over for it, client access to data containers and
locks is maintained because the partner node can construct
the locks that were issued by the node that became unavail-
able. With the mirrored lock data structure being kept in a
partner node, the partner node recovers the locks from the
mirrored lock data structure when a takeover occurs. In this
way, the client’s data access rights based on the locks are kept
non-disruptively. For this non-disruptive operation (NDO)
capability for locks, mirrored lock data structures on the
partner node are kept in sync with original locks on the other
node all the time, including the time periods during which the
controls of data storage or aggregates are being transferred
between nodes.
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[0011] Otheraspects of the technology introduced here will
be apparent from the accompanying figures and from the
detailed description which follows.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] These and other objects, features and characteristics
of the present invention will become more apparent to those
skilled in the art from a study of the following detailed
description in conjunction with the appended claims and
drawings, all of which form a part of this specification. In the
drawings:

[0013] FIG. 1 is a schematic block diagram showing a
plurality of storage system nodes interconnected as a storage
cluster for servicing data requests;

[0014] FIG. 2 is a high-level block diagram showing an
example of the architecture of a node, which can represent
any of the high-availability cluster nodes;

[0015] FIG. 3 illustrates an example of an operating system
executed by a node in a high-availability cluster;

[0016] FIG. 4A shows two nodes that maintain and syn-
chronize lock data structures and mirrored lock data struc-
tures;

[0017] FIG. 4B illustrates fields of an example of a lock
data structure;
[0018] FIG. 5 shows an example of a process for updating

lock state information between partner nodes in a high-avail-
ability cluster;

[0019] FIG. 6 shows an example of a takeover process for
exchanging lock state information between two nodes within
a high-availability cluster;

[0020] FIG. 7 shows an example of a process flow for
synchronizing lock state information between two partner
nodes within a high-availability cluster during a give back
process;

[0021] FIG. 8 shows an example of a process flow for
maintaining mirrored lock state information between two
partner nodes during an aggregate relocation process;

[0022] FIG.9 shows an example of a process flow for a lock
resync process on a per-file basis; and

[0023] FIG. 10 shows an example of a process flow for
handling locks when a cluster moves a volume.

DETAILED DESCRIPTION

[0024] References in this specification to “an embodi-
ment,” “one embodiment,” or the like, mean that the particular
feature, structure, or characteristic being described is
included in at least one embodiment of the present invention.
Occurrences of such phrases in this specification do not all
necessarily refer to the same embodiment, however.

[0025] Mechanisms for synchronization between data
structures for original locks and mirrored lock data structures
are disclosed herein. To preserve the non-disruptive data
access operations on storage initiated by clients, the mirrored
lock data structures are made to be synchronous with the
original lock data structures. The following paragraphs
describe a general architecture and operation of a storage
cluster system in which the lock synchronization techniques
can be implemented.

[0026] FIG. 1 is a schematic block diagram showing mul-
tiple storage system nodes 102 interconnected as a storage
cluster 100. The storage system nodes 102 are configured to
provide storage services for one or more clients 114 in rela-
tion to data organized at storage devices managed by the
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nodes 102. At least one client computing system (which may
be referred to as “a client”) 114 interfaces with one or more of
the nodes 102 for reading or writing data stored at the storage
devices.

[0027] Nodes 102 can include various components that
cooperate to provide distributed storage system architecture
of cluster 100. In one embodiment, each node 102 includes a
network element (N-module 104) and a storage device ele-
ment (D-module 106). Each N-module 104 includes func-
tionality that enables node 102 to connect to client computing
systems 114 over a network connection 112, while each
D-module 106 connects to one or more storage devices, such
as a storage device 108 or a storage array 110. Illustratively,
network 112 can be embodied as an Ethernet network, a Fibre
Channel (FC) network or any other network type. Nodes 102
can be interconnected by a cluster switching fabric 116 which
may be embodied as a Gigabit Ethernet switch, for example.
[0028] FIG. 1 shows an equal number of N-modules and
D-modules in the cluster 100; however, a cluster can include
different numbers of N-modules and D-modules. For
example, there may be numbers of N-modules and D-mod-
ules interconnected in a cluster that do not reflect a one-to-one
correspondence between the N-modules and D-modules.
[0029] Each client 114 can be, for example, a general pur-
pose computer having components that may include a central
processing unit (CPU), main memory, I/O devices, and stor-
age devices (for example, flash memory, hard drives and
others). The main memory may be coupled to the CPU via a
system bus or a local memory bus. The main memory may be
used to provide the CPU access to data and/or program infor-
mation that is stored in main memory at execution time.
Typically, the main memory is composed of random access
memory (RAM) circuits. A computer system with the CPU
and main memory is often referred to as a host system.
[0030] Clients 114 canbe configured to interact with anode
102 in accordance with a client/server model of information
delivery. For example, each client 114 can request the ser-
vices of anode 102 (e.g., read or write services), and the node
102 can return the results of the services requested by the
client 114 over network 112.

[0031] Clients 114 can be configured to execute software
and/or firmware instructions (hereinafter collectively called
“software”), shown as application 115 for reading and writing
data stored in storage devices 108. Application 115 can be, for
example, a database application, a financial management sys-
tem, an electronic mail application or any other application
type.

[0032] Client 114 can issue packets using application 115
according to file-based access protocols, such as the Common
Internet File System (“CIFS”) protocol or the Network File
System (“NFS”) protocol, over the Transmission Control
Protocol/Internet Protocol (“TCP/IP”) when accessing data
in the form of certain data containers, such as files. Alterna-
tively, the client 114 can issue packets using application 115
including block-based access protocols, such as the Small
Computer Systems Interface (“SCSI”) protocol encapsulated
over TCP (“iSCSI”) and SCSI encapsulated over Fibre Chan-
nel (“FCP”), when accessing data in the form of other data
containers, such as blocks.

[0033] FIG. 2 is a block diagram of one embodiment of a
node 102, that includes multiple processors 202A and 202B,
a memory 204, a network adapter 210, a cluster access
adapter 212, a storage adapter 216 and local storage 213
interconnected by an interconnect system (also referred to as
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bus) 208. The local storage 213 comprises one or more physi-
cal storage devices, such as disks, non-volatile storage
devices, flash drives, video tape, optical, DVD, magnetic
tape, electronic random access memory, micro-electro
mechanical and any other similar media adapted to store
information. The local storage 213 can also be utilized by the
node to locally store configuration information (e.g., in a
configuration data structure 214).

[0034] Processors 202A/202B may be, or may include, one
or more programmable general-purpose or special-purpose
microprocessors, digital signal processors (DSPs), program-
mable controllers, application specific integrated circuits
(ASICs), programmable logic devices (PLDs), or the like, or
a combination of such hardware based devices. In other
embodiments, a node can include a single processor, instead
of multiple processors. The bus system 208 may include, for
example, a system bus, a Peripheral Component Interconnect
(PCI) bus, a HyperTransport or industry standard architecture
(ISA) bus, a small computer system interface (SCSI) bus, a
universal serial bus (USB), or an Institute of Electrical and
Electronics Engineers (IEEE) standard 1394 bus (sometimes
referred to as “Firewire”) or any other interconnect type.
[0035] The cluster access adapter 212 can comprise one or
more ports adapted to couple node 102 to other nodes of
cluster 100. In the illustrative embodiment, Ethernet may be
used as the clustering protocol and interconnect media,
although it will be apparent to those skilled in the art that other
types of protocols and interconnects may be utilized within
the cluster architecture described herein. In alternate embodi-
ments, where the N-modules and D-modules are imple-
mented on separate storage systems or computers, the cluster
access adapter 212 is utilized by the N-module or D-module
for communicating with other N-module and/or D-modules
in the cluster 100.

[0036] The network adapter 210 can further comprise one
or more ports adapted to couple the node 102 to one or more
clients 114 over point-to-point links, wide area networks,
virtual private networks implemented over a public network
(e.g. Internet) or a shared local area network. The network
adapter 210 thus can comprise the mechanical, electrical and
signaling circuitry needed to connect the node to the network.
[0037] The storage adapter 216 cooperates with a storage
operating system 206 executing on the node 102 to access
data requested by the clients. The data can be stored on any
type of attached storage device media such as video tape,
optical, DVD, magnetic tape, bubble memory, electronic ran-
dom access memory, micro-electro mechanical and any other
similar media adapted to store information, including data
and parity information. For example, as illustrated in FIG. 1,
the data can be stored in the storage devices 108 of array 110,
which may be a redundant array of inexpensive devices
(RAID) array, for example. The storage adapter 216 can
include a plurality of ports having input/output (I/O) interface
circuitry that couples to the storage devices over an /O inter-
connect arrangement, such as a conventional high-perfor-
mance, Fibre Channel (FC) link topology.

[0038] Although various adapters (210, 212 and 216) have
been shown as separate hardware based components, the
embodiments disclosed herein are not limited to those ele-
ments being separate components. For example, the embodi-
ments disclosed herein may be implemented using a con-
verged network adapter (CAN) that is capable of handling
both network and storage protocols, for example, a Fibre
Channel over Ethernet (FCoE) adapter.
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[0039] Each node 102 is illustratively embodied as a mul-
tiple-processor system executing the storage operating sys-
tem 206. The operating system 206 can run on the processors
as a high-level data organization module, that includes a file
system to logically organize the data as a hierarchical struc-
ture of volumes, directories, files (possibly including special
types of files called virtual disks), and data blocks (hereinafter
generally “blocks™) on storage devices 108. However, it will
be apparent to those of ordinary skill in the art that the node
102 can alternatively comprise a single processor or more
than two processors. In one embodiment, one processor 202A
executes the functions of the N-module 104 on the node,
while the other processor 202B executes the functions of the
D-module 106.

[0040] The memory 204 can record storage locations that
are addressable by the processors and adapters for storing
programmable instructions and data structures. The proces-
sor and adapters can, in turn, include processing elements
and/or logic circuitry configured to execute the program-
mable instructions and manipulate the data structures. It will
be apparent to those skilled in the art that other processing and
memory means, including various computer readable media,
may be used for storing and executing program instructions
pertaining to the disclosure described herein.

[0041] An example of operating system 206 is the DATA
ONTAP® (Registered trademark of NetApp, Inc.) operating
system available from NetApp, Inc. which may implement
the Write Anywhere File Layout (WAFL® (Registered trade-
mark of NetApp, Inc.)) file system. However, any appropriate
storage operating system can be enhanced for use in accor-
dance with the inventive principles described herein.

[0042] Storage of data on each storage array 110 is prefer-
ably implemented as one or more storage “volumes” that
comprise a collection of physical storage devices 108 coop-
erating to define an overall logical arrangement of volume
block number (VBN) space on the volume(s). Each logical
volume is generally, although not necessarily, associated with
its own file system. The storage devices 108 within a logical
volume/file system are typically organized as one or more
groups, wherein each group may be operated as a RAID
group.

[0043] Each node maintains a lock data structure for man-
aging locks that are granted to client 114 for accessing a piece
of'data or a data container managed by a node. A lock asused
herein means a mechanism used by node 102 to limit access
to a data container (e.g. a file or a data block). There are
various “rights” associated with the locks that can be issued or
revoked with respect to a data container. The term “rights™ as
used herein means a privilege that is granted to an entity, such
as a client application executed at a computing device, with
respect to any input/output (I/O) operation, including read
and write operations. The term “data container” as used
throughout this specification means a file, a logical unit, a data
block or any other unit for organizing data.

[0044] The storage operating system 206, at least a portion
of which is typically resident in the memory of the node 102
invokes storage operations in support of the storage service
implemented by the node 102, and maintains a lock data
structure for managing various lock types that are issued to
client applications. The lock data structure may include vari-
ous metadata fields that can be used to reconstruct a lock. The
various lock types are utilized in responding to client 114
requests for reading, writing, or modifying a data container.
The following provides a brief description of the various lock
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types that may be used by storage operating system 206 for
managing access to data containers.

[0045] Inone embodimentthe following types oflocks may
be used by the system: Opportunistic Lock, Shared Lock,
Byte Lock and Persistent Open.

[0046] An “Opportunistic Lock” (“OpLock™) is a lock that
is placed by one or more clients on a data container residing
in a storage volume. States of variables that represent an
OpLock can be embedded in a data container attribute (e.g.,
metadata) for the data container. OpLock, based on client
requests, coordinates data caching and coherency between
clients and storage systems. Coherency or coherent data in
this context means that all instances of any item of data are the
same across a network, i.e. data stored by the storage system
and locally by the clients is synchronized. OpLocks are
defined by the CIFS protocol and there are different types of
OpLocks, for example, Level 1, Level 2 and other types. The
rights associated with an OpLock depend on the OpLock
type.

[0047] A “Shared Lock” is typically granted to a client
application (115) by storage operating system 206. The
shared lock allows more than one application 115 to access a
data container.

[0048] “Byte lock™ is a lock type that limits access to a
portion of a data container. A client can request to open a data
container and request a lock for a byte range of the data
container.

[0049] “Persistent Open” is a feature that may be used for
various locks issued by storage operating system 206. The
persistent open feature provides an exclusive right of a data
container. When a node 102 grants a persistent open lock of'a
data container to a client, it also provides a reconnect key to
the client. If the node becomes unavailable for any reason, the
persistent open lock stays open for a duration “t” and within
that duration, the client may use the reconnect key to obtain
the lock and access to the data container.

[0050] To manage the various locks, the storage operating
system includes a lock manager that maintains one or more
lock data structures for managing the locks. Details regarding
the lock manager and the lock data structures are provided
below.

[0051] FIG. 3 illustrates an example of operating system
206 executed by node 102, according to one embodiment of
the present disclosure. In one example, operating system 206
can include several modules, or “layers” executed by one or
both of N-Module 104 and D-Module 106. These layers
include a file system manager 302 that keeps track of a direc-
tory structure (hierarchy) of the data stored in storage devices
and manages read/write operations. The operations includes
read and write operations on storage devices in response to
requests from the client 114. File system 302 can also include
a lock manager 301 that maintains one or more lock data
structures 303 for managing the various locks used for limit-
ing access to data containers stored within cluster 100.
[0052] Operating system 206 can also include a protocol
layer 304 and an associated network access layer 308, to
allow node 102 to communicate over a network with other
systems, such as clients 114. Protocol layer 304 may imple-
ment one or more of various higher-level network protocols,
such as NFS, CIFS, Hypertext Transfer Protocol (HTTP),
TCP/IP and others, as described below.

[0053] Network access layer 308 can include one or more
drivers, which implement one or more lower-level protocols
to communicate over the network, such as Ethernet. Interac-
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tions between clients 114 and mass storage devices 108 are
illustrated schematically as a path, which illustrates the flow
of data through operating system 206.

[0054] The operating system 206 can also include a storage
access layer 306 and an associated storage driver layer 310 to
allow D-module 106 to communicate with one or more stor-
age devices. The storage access layer 306 may implement a
higher-level disk storage protocol, such as RAID, while the
storage driver layer 310 may implement a lower-level storage
device access protocol, such as FC or SCSI. In one embodi-
ment, the storage access layer 306 may implement the RAID
protocol, such as RAID-4 or RAID-DP™ (RAID double
parity for data protection provided by NetApp Inc.).

[0055] As mentioned above the operating 206 system
includes a lock manager 301 that maintains locks for clients
for providing access to data containers. The lock manager 301
further maintains mirrored lock data structures that are used
for reconstructing locks when a node in the cluster that inter-
faces with a client system becomes unavailable and the node
that maintains the mirrored lock data structures takes over the
storage space previously managed by the node that became
unavailable. FIG. 4A illustrates two partner nodes that can
implement the take over process.

[0056] FIG. 4A shows two nodes 102A, 102B that commu-
nicate with each other and maintain lock data structures
303A, 303B and mirrored lock data structures 403A, 403B,
according to one embodiment. Node 102A can provide stor-
age access to client 114A and node 102B can provide storage
access to client 114B. In one embodiment, nodes 102A and
102B can be partner nodes in a High-Availability pair or
cluster, which means that if node 102A fails, then node 1028
can take over the storage 402A of node 102A to continue to
provide data access service to client 114A, and vice versa.
The process by which node 102B takes over the storage space
402A managed by node 102A may be referred to as “take
over”.

[0057] When node 102A comes back online and becomes
available again, then node 102B can give the control of stor-
age 402A back to node 102A such that node 102A may
provide data access service to client 114A. This process is
referred to as “give back”.

[0058] The lock manager 301A for node 102A maintains a
lock data structure 303 A for locks on storage 402A, while the
lock manager 301B for node 102B maintains its lock data
structure 303B for locks on storage 402B. The lock data
structures 303A and 303B are also referred to as original lock
data structures. Lock data structure 303 A includes informa-
tion for all of the locks on storage 402A that are granted by
node 102A. The lock manager 301 A further maintains mir-
rored lock data structure 403B that includes lock state infor-
mation for locks on storage 402B that are granted by node
102B to client 114B. Similarly, lock data structure 303B
includes information for the local locks on storage 402B
granted by node 102B. The lock manager 301B further main-
tains mirrored lock data structure 403A that includes lock
state information for locks on storage 402A that are granted
by node 102A to client 114A.

[0059] In one embodiment, a volatile memory of node
102A stores the lock data structure 303 A and mirrored lock
data structure 403B, and a volatile memory of node 102B
stores the lock data structure 303B and mirrored lock data
structure 403A.

[0060] FIG. 4B shows an original lock data structure 303 A.
A separate lock data structure such as this is maintained for
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each and every lock granted by the system. The lock data
structure may include various metadata fields 305A-305F
that can be used to reconstruct a lock and the values of which
may be referred to individually or collectively as “lock state”.
A client identifier 305A identifies a client system that has
been granted a lock. A reconnect key 305B is used by a client
to access a lock for a persistent open lock type. The data
container for which the lock is granted is identified by 305C.
The storage volume associated with the data container is
identified by 305D. The nodes that are allowed or not allowed
to access the data container can be identified by node identi-
fier 305E.

[0061] In one embodiment, a mirrored lock data structure
for the original lock data structure can contain fewer fields
than the original lock data structure. For example, a mirrored
lock data structure can be a subset of the original lock data
structure. To have a small memory footprint and to enable fast
transfer, a mirrored lock data structure only stores informa-
tion necessary to reconstruct a corresponding lock data struc-
ture.

[0062] Typically, the mirrored lock data structures have
smaller sizes than the original lock data structures. Thus, the
mirrored lock data structures take smaller memory space than
the original lock data structures. In one embodiment, nodes
within a storage cluster use remote procedure calls (RPCs) to
transfer information related to the locks. Each RPC message
can only carry a limited amount of information, it takes fewer
RPC messages for the mirrored lock data structures than the
original lock data structures to transfer the lock information
to other nodes. However, the lock manager running on any
node of the storage cluster can not recognize and operate the
mirror lock data structures directly. Mirrored lock data struc-
tures are subsets of the original lock data structure that the
lock manager maintains. The mirrored lock data structures
can be in compressed form to save memory space and are not
regularly accessed by the storage cluster. There are times
when a cluster needs to reconstruct data structures for locks,
based on the mirrored lock data structures stored in a memory
of a node. Mirrored lock data structures contain sufficient
information (metadata) for the locks to enable the lock data
structure for the locks to be constructed based on the mirrored
lock data structures.

[0063] For example, for non-disruption operation (NDO),
node A has stored mirrored lock data structures for storage of
node B (nodes A and B are partner node in a HA pair) before
atake over event. During the take over event, the node A takes
over storage of the node B. The node A needs to reconstruct
the lock data structure for the storage taken over from node B
so that the lock manager in the node A can service the lock
requests for the storage.

[0064] FIG. 5 shows a detailed process 500 for handling
lock state information between partner nodes 102A (Node I)
and 102B (Node II) described above with respective to FIG.
4 A, according to one embodiment. The process begins at step
502, when node 102A receives an instruction to affect a lock
state associated with a data container. For example, node
102A can receive a client request to open a data container on
storage 402A for a read or write operation in a persistent
fashion.

[0065] At step 504, node 102A modifies, adds, or deletes
lock state of the lock associated with the data container, at the
local memory of node 102A according to the instruction. At
step 506, the lock manager 301 A determines whether the lock
needs to be mirrored. In one embodiment, a lock will need to
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be mirrored if it has a persistent open feature. If the lock is not
to be mirrored at step 506, then the process moves to step 512
that is described below.

[0066] Ifthelockistobemirrored, thenatstep 508, the lock
manager 301A determines if local or partner mirroring is
needed. If local or partner mirroring is not needed, then the
process moves to step 512. The storage cluster need conduct
local or partner mirroring in various scenarios. For example,
the storage cluster can conduct a partner mirroring during a
give back process, which is discussed herein in the detailed
description of FIG. 7 and its related paragraphs. Or the stor-
age cluster can conduct a local mirroring during an aggregate
relocation operation, which is discussed in details in the FIG.
8 and it related paragraphs.

[0067] If local or partner mirroring is needed, then the
necessary lock state information for mirroring is extracted
from an original lock data structure at step 510. The necessary
lock state information depends on the lock type. For example,
for a shared lock, the necessary lock state information may
include client identifier information, reconnect key, data con-
tainer identifier, volume identifier where the data container is
stored or any other information. The reconnect key is typi-
cally provided to a client for a persistent open lock. The client
uses the reconnect key when node 102A becomes unavailable
and the client needs to use the same lock either when node
102 A becomes available again or if node 1028 takes over.
[0068] At step 511, node 402A determines if partner node
1028 (node II) is available. In one embodiment, node 102A
can determine this by sending a status message to node 1028
using connection 116. If the partner 1028 is unavailable, then
the process moves to step 512.

[0069] If partner 102B is available, then at step 514, the
lock manager 301A determines if the lock state has already
been mirrored. If the lock state has already been mirrored,
then at step 516, lock manager 301A determines if the mir-
roring process succeeds. This can be determined by receiving
a status message from node 102B. Ifthe mirroring succeeded,
then the process moves to step 512. If the mirroring did not
succeed, then at step 528, the process ends and optionally an
error message can be sent to client 114A.

[0070] Ifthe mirroring has not occurred at step 514, then at
step 518, the lock state information (e.g. metadata in fields’
305A-305F) is sent by node 102A to node 102B. The lock
state information includes minimal information that can be
used by node 1028 to generate a lock data structure for a lock,
if node 102A becomes unavailable. At step 520, node 102B
creates or updates the lock information at mirrored lock data
structure 403A. Node 102B then sends a status message to
node 102A at step 522 indicating node 102B has the up-to-
date lock information.

[0071] At step 512, the lock state is committed to storage
device 402A of node 102A from memory. Thereafter at step
524 determines if mirroring of any lock states is needed at
node 102A. This step can happen when node 102B gives back
control to node 102A, after node 102A became unavailable
and node 102B took over. Local mirroring can be needed
when locks are created at a partner node or are changed at a
partner node. Iflocal mirroring is not needed, then the process
ends at step 528. If local mirroring is needed, then at step 526,
node 102A creates the lock state information at lock data
structure 303A.

[0072] The mirroring process can happen in various sce-
narios during the operation of the storage cluster. For
instance, FIG. 6 shows a takeover process 600 that involves
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exchanging lock state information between node 102A
(shown as node I) and 102B (shown as node II), according to
one embodiment. Atthe start of process 600, at step 602, node
102A is fully operational responding to client 114 requests,
having valid lock states for itself as well as partner node
102B. At step 603, as an example, node 1028 is rebooting and
hence the lock states for node 102 A are unavailable from node
1028 memory. Node 1028 may be rebooting for any reason,
such as a communication failure. When node 102B is unavail-
able, partner node 102A takes over responsibility for provid-
ing services in relation to the storage volumes of node 1028.
[0073] Atstep 604, node 102B revives and sends a message
to node 102A indicating that node 102B wants to take back
the control of its storage and requesting that node 102A send
lock state information for its storage. At step 606, as part of a
give back procedure, node 102A sends the lock state infor-
mation related to the locks for the storage to be given back to
node 1028. The lock state information that is sent to node
1028 can include the locks that are owned by node 102A and
the locks that were owned by node 1028 before the rebooting
at step 603.

[0074] At step 608, node 1028 creates a lock data structure
for its storage based on the transferred lock state information.
Node 102B also maintains a mirrored lock data structure for
storage owned by node 102A.

[0075] The embodiments disclosed herein have advantages
because when a node becomes unavailable and another node
takes over for it, client access to data containers and locks is
maintained because the partner node can construct the locks
that were issued by the node that became unavailable. This is
especially helpful in an environment where multiple clients
are accessing data containers and using locks.

[0076] As FIGS. 5 and 6 show, each node in a high-avail-
ability cluster (or pair) keeps mirrored lock data structure for
the storage on its partner node. If one of the nodes (first node)
is not available during any event, the other partner node
(second node) can take over the storage volumes from the
unavailable first node and continue serving the clients. Since
the second partner node has the mirrored lock data structure
for the volumes from the unavailable first node, the second
node can reconstruct the lock data structure based on the
mirrored lock data structure, and therefore maintain the lock
information for all volumes without disputing clients’ data
access operation requests. Thus, the high-availability cluster
maintains the capability of non-disruptive operation (NDO).
[0077] Once the first node revives (or a new first node
replaces the original first node), the first node requests the
second node to give back the control of the taken-over storage
volumes. Because the revived first node does not have the
proper lock data structure in its memory, the first node needs
to request the necessary lock information from the second
node, during the give back process, to reconstruct the lock
data structure in its memory. Further, the first node needs to
receive lock information for the second node’s storage vol-
ume to maintain mirrored lock data structure for the second
node, so the first node can take over the second node’s storage
volume in case the second node becomes unavailable. There-
fore, it is desirable to have a mechanism to synchronize mir-
rored lock data structure on the second node to the first node,
while still allowing client operations to change the lock state
in the meantime.

[0078] FIG. 7 shows a process flow for synchronizing lock
state information between two partner nodes (shown as node
I and node II) within a high-availability cluster during a give

May 1, 2014

back process, according to one embodiment. At the initial
step 702 of the give back process 700, node I in an HA pair
revives and boots up. At that moment, the node I does not have
any lock information of the locks for the storage volumes
controlled by its partner node I1. Among the storage volumes
being controlled by node II, one or more storage volumes are
initially assigned to node II, while some other storage vol-
umes are initially assigned to node I and taken over by node 11
during a take over process when node 1 fails or is brought
off-line. In other embodiments, node I can revive after other
events, such as hardware replacement or even node replace-
ment. In another embodiment, node 1I is in a single node
cluster and node [ joins the cluster as an HA partner.

[0079] Inorder to receive lock information from node I, at
step 704, node I sends a message, such as a remote procedure
call (RPC) to its partner node II to request for lock synchro-
nization. If the partner node II receives the lock synchroniza-
tion request (706), node II starts the process of mirroring its
locks to the node I (708). There are two groups of locks that
need to be synchronized to node 1. First, node [ waits fora give
back of storage volumes that are initially assigned to node I,
thus node I needs lock data structure to be present locally for
the storage volumes that node I will receive during the give
back process. Second, node I will also need the mirror lock
data structure for the storage volumes that are initially
assigned to node 11, in order to be able to take over node II for
maintaining Non-Disruption Operation in case node II fails.
[0080] Inoneembodiment, lock synchronization is done as
a background task when a node receives the request. Node 11
sets a threshold for locks that need to be mirrored. The thresh-
old represents a maximum number of locks that will be mir-
rored by lock synchronization in one batch. For new locks that
are not included in one batch lock synchronization due to the
threshold, data access operations are responsible for mirror-
ing them to the HA partner when new locks are created
locally.

[0081] During the lock synchronization process, node 11
accumulates a bulk of locks (710). Once the number of accu-
mulated locks reaches the threshold (also referred to as a high
water mark) (712), node II transfers metadata that indicates
states of variables that represent the accumulated locks in a
batch mode to the HA partner node I (714). In one embodi-
ment, node II keeps track of locks that are currently being
mirrored by using two cursors. A cursor is a pointer to a
sequence number. Sequence numbers are assigned to locks in
a monotonically increasing order. Every new lock that is
created on a node is tagged with a new sequence number.
Lock synchronization mirrors locks in the order of increasing
sequence number. Once a full batch of locks is accumulated,
node II sends the locks in a batch to node I, wherein the cursor
values of the first and the last lock defines the range of locks
to be mirrored.

[0082] In one embodiment, these two cursors are in the
form of two global variables: a start cursor and a last cursor.
For a given lock, it has already been mirrored by lock syn-
chronization if its sequence number is smaller than the start
cursor. A lock is included in a batch of locks to be mirrored if
its sequence number is greater than or equal to the start cursor,
and the sequence number is less than or equal to the last
cursor. A lock is not yet to be considered for mirroring if its
sequence number is greater than the last cursor.

[0083] On the receiver side, node I returns a success mes-
sage in the response (718) if all of the locks in the incoming
request are mirrored successtully (716). If more locks need to
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be synchronized (722), node II accumulates another batch of
locks and transfers the metadata for the locks to node I.
Otherwise at 718, an error code is returned with the number of
locks that have been mirrored successfully. Upon receiving
the error code, the sender can resume the lock synchroniza-
tion from the first lock in the batch whose mirroring fails
(720).

[0084] While batch mirroring is in progress, data access
operations can still modify the locks. When the cluster
receives a request of modifying a lock, one of the following
three actions will be taken by data access operations. First, if
the lock has already been mirrored by lock synchronization,
the data access operation itself is responsible for mirroring
any state change ofthe lock to the partner node. Second, when
the mirroring is on-going for the lock that the data access
operation attempts to modity, a retry error code is returned to
the client that initiated the data access operation to instruct the
client to retry the data access operation after a predetermined
time period. Once receiving the retry error code, the client can
choose to retry the data access operation after the predeter-
mined time period. Third, if the lock to be modified has not
been mirrored and is not in the batch to be mirrored, no
mirroring is required by the data access operation, since lock
synchronization will eventually mirror the updated lock state
in the future.

[0085] This process enables non-disruptive operation for
persistent locks after the giveback or a node join event. Client
operations can continue modifying lock state while lock syn-
chronization is in progress. Once the lock synchronization
completes, the HA cluster restores the non-disruption opera-
tion of locks for the storage volumes in the HA cluster.
[0086] Besides the take over and give back processes, the
running of an HA cluster can involve other processes, includ-
ing resync, volume move and aggregate relocation. The fol-
lowing paragraphs describe a mechanism to retain the non-
disruptive capability for locks after an aggregate has been
relocated.

[0087] For reasons including load balancing and mainte-
nance, a node (source node) in an HA pair can give a control
of its aggregate to its partner node (also referred to as a
destination mode) in the HA pair. The process is called aggre-
gate relocation. The aggregate relocation from the source
node to the destination node proceeds in steps as disclosed in
the following paragraphs.

[0088] FIG. 8 shows a process flow for maintaining mir-
rored lock state information between two partner nodes dur-
ing an aggregate relocation process 800. At step 802, the
source node first determines an aggregate to be relocated to a
partner node (also referred to as destination node). Then, the
source node identifies the locks for the aggregate to be relo-
cated (804) and creates mirrored lock data structures for these
identified locks in the memory of the source node (806). The
process is called local lock-sync. If a data access operation
from a client modifies a lock that is identified for aggregate
relocation (810), the source node will update the mirrored
lock data structure in its local memory accordingly (812).
[0089] The aggregate will not be allowed to relocate until
the local lock sync between the mirrored lock data structure
and the original lock data structure for the aggregate com-
pletes. Once this local lock-sync completes (814), the source
node can relocate the aggregate to the destination node (816).
Since both the source node and the destination node are
within the same high-availability pair, during the aggregate
relocation the destination node takes over the control of the
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aggregate. When the destination node takes the control of the
aggregate, both the destination node and the source node
already have mirrored lock data structure for the relocated
aggregate from which the original lock data structures can be
reconstructed in case the destination node fails. Therefore, at
the end of aggregate relocation process, the destination node
assumes control of the related aggregate and reconstructs
original lock data structure for the aggregate (818); while the
source node maintains a synchronized mirrored lock data
structure for the same aggregate. Thus, the HA pair retains the
non-disruption capability; at this point, the HA pair can have
either node crashed and still retain lock state for non-disrup-
tive operation. During or after the aggregate relocation pro-
cess, the HA pair continues to maintain the non-disruption
capability.

[0090] With the mirrored lock data structure being keptin a
partner node, the partner node can recover the locks from the
mirrored lock data structure when a takeover occurs. In this
way, the client’s data access rights based on the locks are kept
non-disruptively. This non-disruptive operation (NDO) capa-
bility for locks requires mirrored lock data structure on the
partner node to be kept in sync with original locks on the other
node all the time.

[0091] However, it is possible that mirrored the lock state
can go out of sync for various reasons. For example, an HA
cluster may process lock mirroring using remote procedure
call (RPC) between two nodes in the HA cluster. An RPC
message can fail to reach the other node due to a network
communication failure. When that occurs, mirrored lock data
structure on the partner node can become out of sync with
original locks, thereby resulting in the loss of NDO capability
for the locks. As another example, data access operation can
send an RPC to create mirrored lock structure on the partner
node prior to creating original locks locally. It is possible that
the data access operation may fail for certain reasons after the
mirrored lock state gets created but before original locks are
created. In such a case, the data access operation would
attempt to send an undo RPC to revert the mirrored lock state
change on the partner. However, sending an undo RPC can
also fail due to network communication failures. As a result,
the partner node would have mirrored lock state correspond-
ing to original locks which don’t exist. If a takeover occurs at
this moment, the locks are reconstructed from this stale mir-
rored lock data structure, and the reconstructed locks can
conflict with new lock operations until they are cleaned up.
[0092] When out-of-sync situation occurs, NDO capability
for the out-of-sync lock is lost. Thus, it is necessary to recover
from the out-of-sync state as soon as possible, so that NDO
capability can be restored in an efficient manner. To recover
from the out-of-sync state and restore NDO capability, an
automatic resync mechanism resynchronizes the mirrored
lock data structure with original locks on a per-file basis in the
background immediately when an out-of-sync condition is
detected. While the resync is in progress, data access opera-
tions are allowed to modify the lock state in the meantime
without being blocked.

[0093] FIG. 9 shows a process flow for a lock resync pro-
cess on a per-file basis. In the embodiment illustrated in FIG.
9, files are used as examples of data containers. In other
embodiments, the data storage system can store data in data
containers other than files and can conduct the lock resync
process on a per-data container basis. When a data access
operation identifies a file for which the mirrored lock data
structure may have gone out of sync with the original lock
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data structure (902), the data access operation first throws a
system message (e.g. Event Management System (EMS)
message) indicating that an out of sync condition has
occurred (904). EMS is a logging system that is used to record
and report events. In one embodiment, the EMS message can
contain the server name, volume name, and file identifier (ID)
to uniquely identify the data container (e.g. the file) whose
mirrored lock state has gone out of sync. By generating the
message, the data access operation informs the system and its
administrator that NDO capability for the identified file has
lost from that moment on. After the message, an auto-resync
entry is generated (906) and populated with the file system ID
and file ID, which are internal identifications for a given file in
a storage cluster. This auto-resync entry is then inserted into
a global auto-resync list (908), which contains a list of files
that requires resynchronizing their mirrored lock data struc-
tures. In one embodiment, files on the auto-resync list are also
inserted into a hash table to enable subsequent fast lookup.

[0094] Inone embodiment, a dedicated auto-resync thread
is responsible for lock data structure resynchronization. This
auto-resync thread is created in the initialization phase of the
lock manager subsystem during the node boot up time. Once
the creation of the auto-resync thread completes, the thread is
suspended in a system queue. Whenever a new auto-resync
entry is inserted into the auto-resync list, the node awakens
the auto-resync thread to process the lock resynchronization.
When there are no entries queued in the auto-resync list, the
node suspends the auto-resync thread again. After the auto-
resync thread awakens (910), a handler for this thread picks
the first entry for a file in the auto-resync list and identifies the
locks for the file that are qualified for mirroring (912).

[0095] Then the thread constructs and sends an RPC to the
partner node to destroy all existing mirrored lock data struc-
tures associated with the file (914), and recreates new mir-
rored lock data structures for this file based on the existing
original lock data structures for the file. In one embodiment,
the RPC request can contain the file system ID and the file ID,
which uniquely identify the file for which lock state is being
resynchronized. The request can also include metadata
extracted from original lock data structures which need to be
mirrored.

[0096] When the partner node receives the RPC, the han-
dler for this RPC first looks up the file on which the resyn-
chronization is taking place and then discards any existing
mirrored lock data structures for that file including the mir-
rored lock data structure that is out-of-sync (also referred to as
stale lock data structure). After the partner node deletes the
existing mirrored lock data structures for the file (including
the stale lock data structure) (916), the partner node recreates
the mirrored lock data structures for the file using the meta-
data extracted from original lock data structures in the RPC
request (918). In another embodiment, the partner node can
receive the necessary metadata for recreating mirrored lock
data structure via separate messages, instead of the RPC
request. In the resync process, lock state resynchronization
for a file is an atomic operation in the sense that all mirrored
locks for this file are brought back in sync together regardless
which lock is out of sync for the file.

[0097] When the lock state resynchronization completes
successfully for the file, the auto-resync thread removes that
entry for the file from the auto-resync list (920). The auto-
resync thread further issues another message (e.g. an EMS
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message) to indicate that the file’s mirrored lock data struc-
ture is back in sync and the NDO capability for the specified
file is restored.

[0098] While a resync entry for a file is present in the
lock-resync list, a data access operation can still modify the
locks for the file. In that case, there is no need for data access
operations to mirror the change to the partner node if the entry
of' the affected file is still waiting in the auto-resync list to be
resynchronized. However, if the lock resynchronization for
the file is ongoing, the processes that have initiated the data
access operations are notified to retry until lock resynchroni-
zation completes for that file. For example, a client can ini-
tiate a request to write a file. Accordingly, the N-blade of the
node that receives the request issues a data access operation to
the D-blade of the node that contains the target data, for a lock
on the file. The node finds out that a lock resynchronization is
ongoing for that file. Thus, the D-blade of the node sends a
retry message to the N-blade. After waiting for a predeter-
mined time period, the N-blade can issue a data access opera-
tion to the D-blade again for the lock on the file.

[0099] The automatic resync mechanism brings the mir-
rored lock data structure back in sync with the original locks.
This lock state resynchronization technique can be used as a
general mechanism to properly handle various data access
operation failures or mirroring RPC {failures which cause
mirrored lock data structures being out-of-sync. Triggering
resynchronization immediately after the out-of-sync condi-
tion is detected allows NDO capability for locks to be restored
as soon as possible, therefore it minimizes the time period
during which NDO capability is unavailable. Data access
operations that modify lock state are allowed to progress
without being blocked while the resynchronization is in
progress.

[0100] Besides aggregate relocation processes, a cluster
may also need to keep mirrored lock state information
updated for other scenarios such as volume moving. FIG. 10
shows a process flow for handling locks when a cluster moves
avolume. In the illustrated example, a cluster stores a volume
in node I. The cluster includes an HA pair A of node I and
node II, and further includes another separate HA pair B of
node 1l and node IV. At step 1001, the cluster decides to move
a volume currently stored in node I (of HA pair A) of the
cluster, to node III which belongs to a different HA pair B
from node I.

[0101] In order to maintain an NDO for the volume, the
cluster needs to make sure that after volume moving, mirrored
lock data structure is available in an HA partner node (node
1V) of the destination node (node III) for taking over the
volume. First at step 1002, the node I transfers the snapshot of
the volume to node II1. At that moment, node I still services
the data request for the volume to be moved. At step 1004, the
cluster sets up a lock data stream between the node [ and node
I by reserving network ports of the node I and node 11, and
metadata related to the locks for the volume to be moved is
transferred from the node Ito node III via the lock data stream.
Ifnode III detects the receipt of lock metadata (1006), node 111
starts to construct the lock data structures for the incoming
volume and send the lock metadata to node IV through mes-
sages such as RPCs (1008). When node 111 receives the meta-
data for the first lock (1010), node III creates a move handle
for the volume (1012). Upon receiving RPCs including the
lock data, node IV constructs and stores the mirror lock data
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structure in its memory (1014). Likewise, node IV creates a
move handle for the volume when node IV receives data from
the first lock (1016).

[0102] Once node I has transferred all data related to locks
for the volume to be moved to node 111 via the lock data stream
(1018), node I sends a stream destroy message to node 111 to
indicate that all data is transferred and the stream will be
closed (destroyed, 1020). Once node I1I receives the stream
destroy message from the node I (1022), node III deletes the
move handle for the volume (1024). Further, node I1I instructs
its partner node IV to delete the move handle from node IV
(1026). Then at step 1028, node I transfers all operations on
the volume to node III, so that node III starts to service the
data access operations on the volume, while maintaining the
NDO.

[0103] The node III and node IV use the move handles to
determine whether the volume moving (including the locks)
is finished properly. If node III (or node IV) receives a take-
over request while the move handle still exists, node III can
determine that received locks are not valid for the volume
(e.g. partially received locks) and discards the received locks.

[0104] In one embodiment, a storage cluster moves a stor-
age volume within a node of the storage cluster. The node can
generate mirrored lock data structures based on the original
lock data structures for the storage volume. The node can
further send the mirrored lock data structures to a HA partner
node.

[0105] The techniques introduced herein can be imple-
mented by, for example, programmable circuitry (e.g., one or
more microprocessors) programmed with software and/or
firmware, or entirely in special-purpose hardwired circuitry,
orin a combination of such forms. Special-purpose hardwired
circuitry may be in the form of, for example, one or more
application-specific integrated circuits (ASICs), program-
mable logic devices (PLDs), field-programmable gate arrays
(FPGAs), etc.

[0106] Software or firmware for use in implementing the
techniques introduced here may be stored on a machine-
readable storage medium and may be executed by one or
more general-purpose or special-purpose programmable
microprocessors. A “machine-readable storage medium”, as
the term is used herein, includes any mechanism that can store
information in a form accessible by a machine (a machine
may be, for example, a computer, network device, cellular
phone, personal digital assistant (PDA), manufacturing tool,
any device with one or more processors, etc.). For example, a
machine-accessible storage medium includes recordable/
non-recordable media (e.g., read-only memory (ROM); ran-
dom access memory (RAM); magnetic disk storage media;
optical storage media; flash memory devices; etc.), etc.

[0107] The term “logic”, as used herein, can include, for
example, programmable circuitry programmed with specific
software and/or firmware, special-purpose hardwired cir-
cuitry, or a combination thereof.

[0108] In addition to the above mentioned examples, vari-
ous other modifications and alterations of the invention may
be made without departing from the invention. Accordingly,
the above disclosure is not to be considered as limiting and the
appended claims are to be interpreted as encompassing the
true spirit and the entire scope of the invention.
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What is claimed is:
1. A method comprising:

determining, at a storage node, a plurality of data container
locks to be synchronized to a partner node of the storage
node;
transferring metadata that indicates states of variables that
represent the plurality of data container locks to the
partner node in a batch; and
in response to the client initiating a data access operation
that causes an attempt to modify a data container lock of
the plurality of data container locks, prompting the client
to retry the data access operation after a predetermined
time period.
2. The method of claim 1, wherein the storage node and the
partner node are within a high-availability network storage
cluster.

3. The method of claim 1, further comprising:

controlling, by the partner node, a data storage that was
taken over by the storage node from the partner node
when the partner node failed.

4. The method of claim 3, wherein the determining further

comprises:

synchronizing a plurality of data container locks for the

data storage from the storage node to the partner node.

5. The method of claim 1, further comprising:

controlling, by the partner node, a data storage that was
controlled by the storage node when the partner node
joined a high-availability network storage cluster
including the storage node.

6. The method of claim 1, further comprising:

when the storage node creates a new data container lock or
modifies a data container lock, assigning the new or
modified data container lock a new sequence number;

pointing a start cursor to a lowest sequence number for a
data container lock among the plurality of data container
locks to be synchronized; and

pointing an end cursor to a highest sequence number for a
data container lock among the plurality of data container
locks to be synchronized;

wherein the difference between the highest sequence num-
ber and the lowest sequence number is less than a pre-
determined threshold value.

7. The method of claim 6, further comprising:

including a data container lock into the plurality of data
container locks to be synchronized, if the data container
lock has a sequence number equal to or less than the
highest sequence number pointed by the end cursor and
equal to or greater than the lowest sequence number
pointed by the start cursor.

8. The method of claim 6, further comprising:

instructing a data access operation process to conduct a
single lock mirroring of a data container lock, if the data
container lock has a sequence number less than the low-
est sequence number pointed by the start cursor.

9. The method of claim 6, wherein the determining further
comprises:

excluding a data container lock from the plurality of data
container locks to be synchronized, if the data container
lock has a sequence number greater than the highest
sequence number pointed by the end cursor.
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10. A storage node for use within a high-availability net-
work storage cluster, the storage node comprising:
a processor;
a network interface through which the storage node can
communicate with other nodes within the high-avail-
ability network storage cluster;
a data storage; and
a memory storing instructions which, when executed by
the processor, cause the storage node to perform a pro-
cess including:
determining, at the storage node, a plurality of data
container locks to be synchronized to a partner node
of the storage node;

transferring metadata that indicates states of variables
that represent the plurality of data container locks to
the partner node in a batch; and

in response to the client initiating a data access operation
that causes an attempt to modify a data container lock
of' the plurality of data container locks, prompting the
client to retry the data access operation after a prede-
termined time period.

11. The storage node of claim 10, wherein the data storage
of the storage node is configured to be taken over by the
partner node when the storage node fails.

12. A method comprising:

determining, at a storage node, a plurality of data container
locks associated to an storage aggregate determined to
be relocated from the storage node to a partner node of
the storage node;

generating, at the storage node, metadata that indicates
states of variables that represent the plurality of data
container locks from data structures of the data container
locks;

constructing, at the storage node, mirrored lock data struc-
tures for the plurality of data container locks based on
the metadata; and

relocating the storage aggregate from the storage node to
the partner node.

13. The method of claim 12, wherein the storage node and

the partner node are within a high-availability cluster.

14. The method of claim 12, further comprising:

updating the mirrored lock data structures when a data
container lock of the plurality of data container locks
associated to the storage aggregate to be relocated is
modified by a data access operation.
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15. The method of claim 12, further comprising:

synchronizing the mirrored lock data structures on the
storage node with a plurality of remote mirrored lock
data structures on the partner node.

16. The method of claim 12, further comprising:

taking over, by the storage node, the storage aggregate
from the partner node when the partner fails; and

constructing, on the storage node, lock data structures for
the data container locks associated with the storage
aggregate based on the mirrored lock data structures on
the storage node.

17. The method of claim 12, wherein the mirrored lock data

structures are stored in a volatile memory of the storage node.

18. A method comprising:

detecting an off-sync data container of which a lock data
structure on a storage node for a data container lock is
not synchronized with a mirrored lock data structure for
the data container lock on a partner node of the storage
node; and

transferring, from the storage node to the partner node,
metadata that indicates states of variables that represent
all data container locks associated to the off-sync data
container so that the partner node can construct synchro-
nized mirrored lock data structures for the off-sync con-
tainer based on the metadata.

19. The method of claim 18, further comprising:

Instructing the partner node, by the storage node, to remove
mirrored lock data structures associated with the off-
sync data container;

20. The method of claim 18, wherein the storage node and

the partner node are within a high-availability cluster.

21. The method of claim 18, further comprising:

including the off-sync data container into a resynchroniza-
tion list maintained at the storage node.

22. The method of claim 21, further comprising:

prompting a client, by the storage node, to retry a data
access operation after a predetermined time period,
when the client initiates the data access operation that
causes an attempt to modify a data container lock asso-
ciated to a off-sync data container in the resynchroniza-
tion list and the storage node has already instructed the
partner node to remove all mirrored lock data structures
associated to the off-sync data container.

#* #* #* #* #*



